Security Confidence Test - EGS7

Test Objectives:

The objectives of this test are to verify the security functions of the EGS. These functions include:
* user access to secure data,
» the ability to prevent deliberate or unintentional corruption of data,
* virus detection,
e audit trailing,
» the systems response to security compromises,
» recovery from security violations, and
» security safeguards.

Test Configuration:
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Hardware and software configurations at each ECS si#tge2 managed artdacked by the M&O
organization at that site. The most current configuration status report will be obtained prior to the start of
testing and be referenced in the test report.

Participants and Support Requirements:

Participants:
M&O Support at the DAACs

Communications:
Voice - N/A
Data - N/A
IP address: N/A

Equipment and Software:
Hardware: The LSM is responsible for the security of the system.
Software: Kerberos, DCE, and Tivoli

Test Tools:
ISS for internet connections verification
SATAN for user access verification

Test Data:
Data with limited access DAACs
Computer Virus I&T team
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